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The Golden Guess 
Is Morning-Star to the full round of Truth. 
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Preface 

This text represents an extensive expansion and revision, both in scope 
and content, of the earlier work entitled “Military Cryptanalysis, Part I” by 
William F. Friedman. This expansion and revision was necessitated by the 
considerable advancement made in the art since the publication of the previous 
text. 

I wish to express grateful acknowledgment for Mr. Friedman’s generous 
assistance and invaluable collaboration in the preparation of this volume. I 
also extend particular appreciation to my colleague Robert E. Cefail for his 
numerous valuable comments and assistance in writing the new material which 
is contained herein. 

— X. D. C. 
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Chapteb I 

INTRODUCTORY REMARKS 



Paragraph 

Scope of this text 1 

Mental equipment necessary for cryptanalytic Work 2 

Validity of results of cryptanalysis. — . 3 



1. Scope of this text. — a. This text constitutes the first of a series of six basic texts 1 on 
the science of cryptanaiytics and the art of cryptanalysis. Although most of the information 
contained herein is applicable to cryptograms of various types and sources, special emphasis 
will be laid upon the principles and methods of solving military 2 cryptograms. Except for an 
introductory discussion of fundamental principles underlying the science of cryptanaiytics, this 
first text in the series will deal solely with the principles and methods for the analysis of mono- 
alphabetic substitution ciphers. Even with this limitation it will be possible to discuss only a 
few of the many variations of this type that are met in practice; but with a firm grasp upon 
the general principles few difficulties should be experienced with any modifications or variations 
that may be encountered. 

b. This and the succeeding texts will deal with, among others, some basic types of cryptosys- 
tems not because they may be encountered unmodified in military operations but because their 
stutiy is essential to an understanding of the principles underlying the solution of the modern, very 
much more complex types of codes, ciphers, and certain encrypted transmission systems that 
are likely to be employed by the larger governments of today in the conduct of their military 
affairs in time of war. 

c. It is presupposed that the student has no prior background in the field of cryptology; 
therefore cryptography is presented concurrently with cryptanalysis. It is also presupposed 
that the reader has had but a minimal mathematical background; a student who has had 
elementary algebra should encounter no difficulty with the mathematical treatment in the 
body of the text, and he will be progressively guided into augmenting his mathematical back- 
ground to fit the needs of cryptanaiytics. Basic terminology and preliminary cryptologic con- 
siderations are treated in Chapter II; other terms are usually defined upon their first occurrence, 
or they may be found in the Glossary (Appendix 1). Footnotes, besides amplifying general 
information, include occasional treatment of mathematical principles that may be beyond a 
beginner in the field ; the student therefore should not spend too much time trying to assimilate 
all the information contained therein. 

d. The cryptograms presented in the examples embrace messages from hypothetical air, 
ground, and naval traffic; thus, the student will have the opportunity to familiarize himself 
with the language and phraseology of all three military Services. 



1 Each text has its accompanying course in cryptanalysis, so that the student may test his learning and 
develop his skill in the solution of the types of cryptograms treated in the respective texts. The problems which 
pertain to this text constitute Appendix 9. 

8 The word “military” is here used in its broadest sense. In this connection see subpar. d, below. 
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2. Mental equipment necessary for cryptanalytic work. — a. Captain Parker Hitt, in the 
first United States Army manual 8 dealing with cryptology, opens the first chapter of his 
valuable treatise with the following sentence: 

"Success in dealing with unknown ciphers is measured by these four things in the order 
named: perseverance, careful methods of analysis, intuition, luck.” 

These words are as true today as they were then. There is no royal road to success in the 
solution of cryptograms. Hitt goes on to say: 

“Cipher work will have little permanent attraction for one who expects results at once, 
without labor, for there is a vast amount of purely routine labor in the preparation of frequency 
tables, the rearrangement of ciphers for examination, and the trial and fitting of letter to letter 
before the message begins to appear.” 

The author deems it advisable to add that the kind of work involved in solving cryptograms 
is not at all similar to that involved in solving crossword puzzles, for example. The wide vogue 
the latter have had and continue to have is due to the appeal they make to the quite common 
interest in mysteries of one sort or another; but in solving a crossword puzzle there is usually no 
necessity for performing any preliminary labor, and palpable results become evident after the 
first minute or two of attention. This successful start spurs the crossword “addict” on to com- 
plete the solution, which rarely requires more than an hour’s time. Furthermore, crossword 
puzzles are all alike in basic principles and once understood, there is no more to learn. Skill 
comes largely from the embellishment of one’s vocabulary, though, to be sure, constant practice 
and exercise of the imagination contribute to the ease and rapidity with which solutions are 
generally reached. In solving cryptograms, however, many principles must be learned, for there 
are many different systems of varying degrees of complexity. Even some of the simpler varieties 
require the preparation of tabulations of one sort or another which many people find irksome; 
moreover, it is only toward the very close of the solution that results in the form of intelligible 
text become evident. Often, indeed, the student will not even know whether he is on the right 
track until he has performed a large amount of preliminary “spade work” involving many hours 
of labor. Thus, without at least a willingness to pursue a fair amount of theoretical study, and a 
more than average amount oj patience and perseverance, little skill and experience can be gained in 
the rather difficult art of cryptanalysis. General Givierge, the author of an excellent treatise on 
cryptanalysis, remarks in this connection: 4 

“The cryptanalyst’s attitude must be that of William the Silent: 'No need to hope in order 
to undertake, nor to succeed in order to persevere’.” 

b. As regards Hitt’s reference to careful methods of analysis, before one can be said to be 
a cryptanalyst worthy of the name it is necessary that one should have, firstly, a sound knowl- 
edge of the basic principles of cryptanalysis, and secondly, a long, varied, and active practical 
experience in the successful application of those principles. It is not sufficient to have read 
treatises on this subject. One month’s actual practice in solution is worth a whole year’s mere 
reading of theoretical principles. An exceedingly important element of success in solving the 
more intricate cryptosystems is the possession of the rather unusual mental faculty designated 
in general terms as the power of inductive and deductive reasoning. Probably this is an inherited 
rather than an acquired faculty; the best sort of training for its emergence, if latent in the 
individual, and for its development is the study of the natural sciences, such as chemistry, 

* Hitt, Capt. Parker, Manual for the Solution of Military Ciphers. Army Service Schools Press, Fort 
Leavenworth, Kansas, 1916. 2d Edition, 1918. (Both out of print.) 

4 Givierge, G<5n6ral Marcel, Cours de Cryptographic, Paris, 1925, p. 301. 
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physics, biology, geology, and the like. Other sciences such as linguistics, archaeology, and 
philology are also excellent. 

c. Aptitude in mathematics is quite important, more especially in the solution of ciphers 
and enciphered codes than in codebook reconstruction, which latter is purely and simply a 
linguistic problem. Although in the early days of the emergence of the science of cryptanalytics 
little thought was given to the applications of mathematics in this field, many branches of 
mathematics and, in particular, probability and statistics, have now found cryptologic applica- 
tions. Those portions of mathematics and those mathematical methods which have cryptologic 
applications 5 are known collectively as cryptomathematics. 

d. An active imagination, or perhaps what Hitt and other writers call intuition, is essential, 
but mere imagination uncontrolled by a judicious spirit will be more often a hindrance than 
a help. In practical cryptanalysis the imaginative or intuitive faculties must, in other words, 
be guided by good judgment, by practical experience, and by as thorough a knowledge of the 
general situation or extraneous circumstances that led to the sending of the cryptogram as is 
possible to obtain. In this respect the many cryptograms exchanged between correspondents 
whose identities and general affairs, commercial, social, or political, are known are far more 
readily solved • than are isolated cryptograms exchanged between unknown correspondents, 
dealing with unknown subjects. It is obvious that in the former case there are good data upon 
which the intuitive powers of the cryptanalyst can be brought to bear, whereas in the latter 
case no such data are available. Consequently, in the absence of such data, no matter how 
good the imagination and intuition of the cryptanalyst, these powers are of no particular service 
to him. Some writers, however, regard the intuitive spirit as valuable from still another view- 
point, as may be noted in the following : 7 

“Intuition, like a flash of lightning, lasts only for a second. It generally comes when 
one is tormented by a difficult decipherment and when one reviews in his min d the fruitless 
experiments already tried. Suddenly the light breaks through and one finds after a few minutes 
what previous days of labor were unable to reveal.” 



* It is quite important to stress at this point that in professional cryptologic work the science of cryptanalytics 
is subordinated to the art of cryptanalysis, just as in the world of music the technical virtuosity of a great 
violinist is adjuvant to the expression of music, that is, the virtuosity is a “tool” for the recovery of the complete 
musical “plain text” conceived by the composer. Since the practice of cryptanalysis is an art, mathematical 
approaches cannot always be expected to yield a solution in cryptology, because art can and must transcend 
the cold logic of scientific method. By way of example, an experienced Indian guide can usually find his way 
out of a dense forest more readily than a surveyor equipped with all the refined apparatus and techniques of 
his profession. Likewise, an experienced cryptanalyst can generally find his way through a cryptosystem 
more readily than a pure mathematician equipped merely with the techniques of his field no matter how abstruse 
or refined they may be. A cryptomathematician of repute once stated that “the only effect of [refined mathe- 
matical techniques] is frequently to discourage one so much that one does nothing at all and some unmathe- 
matical ignoramus then gets the problem out in some very unethical way. This is intensely irritating.” See 
also in this connection the remarks made in subpar. 27e in reference to the validity of statistical tests in crypt- 
analysis. 

* The application in practical, operational cryptanalysis of “probable words” or “cribs”, i. e., plain text 
assumed or known to be present in a cryptogram, is developed in time of war into a refinement the extent and 
usefulness of which cannot be appreciated by the uninitiated. Even as great a thinker as Voltaire found the 
subject of cryptanalysis stretching his credulity to the point that he said: 

“Those who boast that they can decipher a letter without knowing its subject matter, and without pre- 
liminary aid, are greater charlatans than those who would boast of understanding a language which they have 
never learned ." — Diclionnaire Phtlosophique, under the article “Poste". 

7 Lange et Soudart, TraiU de Cryptographic, Libraire F61ix Alcan, Paris, 1925, p. 104. 
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